Viewing Email Headers

This document contains instructions for viewing, copying, and forwarding email headers under the
following applications:
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The information provided herein is intended for law enforcement to use in educational and investigative
processes. It may be freely distributed by law enforcement to anyone in need of this information at any
time. No fees are to be charged for receiving this document.
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This information is provided courtesy of:

SEARCH, The National Consortium for Justice Information and Statistics
National Criminal Justice Computer Laboratory and Training Center
http://www.search.org/

Authors:
Todd Colvin & Jim Jolley
Comments, questions, suggestions:
todd.colvin@search.org jim.jolley@search.orq
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AOL

Sign on to the America
Online (AOL) account.

Open the email message.

Next to the line “Sent from
the Internet,” there is a

“Details” link in parenthesis.

Click on the “Details” link to
view the full email header.

% Online Resource Site

Reminder: AOL will never &sk you for your passwaord or biling information @ Show imades & erable links

Subject: Online Resource Site

Date: 512672004 11:54:55 AM Pacific Daylight Time Reply
From: Jim Jolleyi@zearch.org
To: £ heaes25@acl com -
Sent from the Interne?f’fﬁ'éfg ::Js -
) Forward

&

Thanks for your interest in SEARCH's online resource site

NOTE: Sometimes the “Sent from the Internet (Details)” line is not present. This is an indication
that the email was sent from one AOL member to another AOL member. In these cases, the full
email header is the information listed at the top of the email — there is no other information to

obtain.

The window that opens
displays the full email
header.

Read the following
instructions to copy and
paste the email header.

Single-click anywhere in
the window that opened on
any part of the message
header.

Simultaneously hold down
the “Ctrl” key (the Control
button) on your keyboard
and the “A” key one time.
This should highlight the
entire email header. Now
release both keys.

M Internet Information

Internet header information helps vou track the origin of e-mail messages.

Reply All

Return-Path: <Jim.Jolley@search.org= ~

Received: from rly-xI08. mx. acl.com (rly-2106. mail aol.com

[172.20.83.76]) by air-I03. mail. aol com (#39_rd 3) with ESMTP id

MAILINKLIZ-7 4440b4 67 e516Db; Wed, 26 May 2004 14:54:54 -0400

Recemwed: frorm sgisnl.search.org (sgisnl. search.org

[B4.162.18.1917) by rly-xI06. rmx. a0l com (&9 _rd. 3) with ESMTP id

MAILRELAYINALE10-7 4440b4e7e516b; Wed, 26 May 2004 14:54:30

-0400

Caontent-Class: urn:content-classes:message [%

MIME-"/ersion: 1.0

Content-Type: multipartfalternative;
boundary="----_=_MextPart_001_01C44352 EOGEOFCA"

Subject: Online Resource Site

»MimeOLE: Produced By Microsoft Exchange 5.0.6249.0 »

[ Close ][ Help ]

Simultaneously hold down the “Ctrl” key and “C” key one time. This will copy the email header
into memory as long as the email header is still highlighted at the time you press the “Ctrl” and
“C” key. Now release both keys.

Open the word processor, text editor, or email application/program that you want to copy this

information into.

8. Simultaneously hold down the “Ctrl” key and “V” key one time to paste the email header into the
word processor, text editor, or email application/program. Or, select “Edit” from the toolbar menu
of the application/program you are using and select the “Paste” option.
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AOL Communicator

1. Open the email 2 New Mail (Test) - 401 Communicaton Mail

message' File Edit Yiew Message Spam Tools ‘wWindow Help

B &8 E B® Q8B

Read Write Reply Reply &l Forward Mowe Print Keep Mew Status Spam [relete

=
| Accounts and Folders |< l#] Subject or Sender cantains: |

WV M Test
=5 Mew Mail @ g Sender Subject | Diate & Time
(22 old mail Jimn Jolley Test Email header Today, 5:46 AM
3 Sent Mai

@ Recently Deleted
[ saved on A0L

2. Inthe message window, select
“Message Source...” from the “View”

2 Test Email header

menu. A "Message Source” window File Edit BUEES Message Spam  Toaols  Window  Help

will open. | Text Size b B
@ | Header Style 3 %
Reply = z Mawe PHint

- Message Saurce.., Chrl+L
W 5ubiec. Message Security InFu:u..
Fron  pessage Status. ..

Date: Today, 8raam

To: hcassZSmanl.com

3. Highlight the header
information by holding
down the left mouse button
and dragging the cursor
across the text from the top
to the bottom.

= Message Source

4. Right-click over the
highlighted text and select
“Copy” from the menu.

Select Al

5. Open the word processor,
text editor, or email i
application / program that Messaar e B = co
you want to copy this -
information into.

Right to left Reading order

6. Hold down the “Ctrl” key and press the “V” key one time to paste the email header into the word
processor, text editor, or email application/program. Or, select “Edit” from the toolbar menu of the
application/program you are using and select “Paste.”
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Entourage X for Macintosh

1. Open the email message. E Entourage File Edit BUET® Message Format Tools
T . Previous ®[ L Ma
@ ” CHGNG] __.info ontl  Next %] interne
2. Select “View” from the menu bar. @8- Freny QB! GoTo > A |
) From: Robert Morgester <Ra -/Toolbars
3. Select the “Internet Headers” option and make sure e
a check mark appears on the left. Subject: info on threat/stalking
Folks: 1 ]
I received the following reques Source ince Ag

Project California District Attorn irgl. Al
appreciated. Fo s 10]

The American Prosecutor's Res: Y or assis|

per your referral in connection - Work 5|
27-26th in Arizona. They folloy xpand All stions
but also called me to back and ollapse ttual cri

justice respenses to cyberstalkingreasesorsunezwmmsmey Wil be
teaching pretrial and trial issues there on June 28th).

While [ have an adequate number of interesting cases, [ am additionall
soliciting any recent riveting threat/stalking cases in which the internet
wae ucad and thorg wac intaracting farte nr craativa alka coanninn mat

®  The email header shows at the fe.het?
top. oking for a defense expert or appropricte resource
A
[tipart/alternative; boundary="gd2dF 1 787, 37562078"
4. Hover the mouse over the two 14 3 Department of Justid

horizontal bars on the middle
divider between the header and

the email message. The cursor =t
turns into a cross with two | occur. California Courts have started issuing protective orders
arrowheads.

5. Click the mouse on the center of the bar and drag the bar down to view the entire header.

6. Click at the bottom portion of e i B
Return—Path: <Robert.Morgesterfdaj .ca.govy

the header and drag the mouse Received: from psmtp.com {exprodSmxii.psmtp.com [64.75.1.151])

by mail.value.net (8.11.6/5.11.2) with SMTP id gBGJclLn25885

for <dkataguelvalue.net>; Tue, 16 Jul 2882 12:38:21 -@B708
up to the top' Release the Received: from source ([’16? 18.5. Z4@8] 3 by exprodimxil .postini.com §[64.75.1.251]1) with SHTF;
Tue 15 Jul 2862 12:38:12 POT
mouse. The header message  liills:’ivon criacotin acsojne t.state caue ((127.8.2.11) &
H H i daoj .ca.gow (Netscape Hessagmg Server 4.15) with ESI‘1TP id
3 5
Should be hlghllghted- GZCXOZEE E60 for <dkataguefvalue.net:; Tue, 16 Jul 20602 12:39:35 —67608

Received: from DOM_GATEWAY-MTA by SHHDCGNIH.hdcdoJ het.state.co.us
with Movell Groupllise; Tus, 16 Jul 2862 1Z2:33:432 -B708
Hessage—ld: <{sd3412a7.871KSAHOCGH I A.hdedojnet.state. ca.uss

7. Press Command-c (hold the X—Huiler‘: Mowel | Gr"ouplalis.e I_nter'net Agent 6.8.1
Date: Tue, 16 Jul 2082 12:33:27 -8708 :
Command key down and then E:°-<d;;I:f::::eE:rf:s:::;I <Robert.Morgesterfda] .ca.gavi
preSS the “C” key) Or’ Se'eCt ﬁl;l:ifszr:‘sciautr:: I].u:_vgking for a defense expert or appropriate resource

Content—Type: multiport/alternative; boundary="=_134F1787.37562C78"

“COpy” from the Edit menu. This é;ﬁ:in?vere:.I.I.M i Department of Justic
will copy the email header into =
the invisible clipboard.

8. Open a word processor, text editor, or email application that you want to copy this information

into. Put the cursor in the body of the page you want the message to go. Press Command-V (or
select “Paste” from the Edit menu) to paste the text.
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Eudora 5.1

1. Open the email by double clicking on the message.

g @O g o . Suhject:| Subscription Welcomel

A-Apparently-To: datagrab@@yahoo. com via web12605. mail yahoo. com; 23 Apr 2002 09:05:26 -0700 (PODT)
#-Track: 7 40

Date: 23 Apr 2002 12:05:25 -0400

Tao: =datagrabi@yahoo.coms=

From: "PostMasterDirect.com” <mailboxiginetcreations. com=
Subject: Subscription Welcome! %

Thank you for your opt-in email confirmation!

2. Inthe upper left-hand corner of BLA . —
s . - : |
the opened email is an icon that “ R '\i? [ Suhject.| Subseription Welcamel

reads “BLAH BLAH BLAH.” W ) .

Click on the BLAH BLAH BLAH i—?ppire?tlg-uh: datagrabfiyahoo. com via web12605. mail. yahoo. com;
. -Track: 7

Icon.

Date: 23 Apr 2002 12:05:25 -0400
To: <datagrabig@yahoo. com:

From: "PostiasterDirect. com” <mailbox@netcreations. com=
Subject: Subscription YWelcame!

3. The header will now appear as
part of the email and can be
forwarded or printed out.

Thank you for yaur opt-in email canfirmation!
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Eudora 6.1

1. Open the email by double clicking on the message.

& Eudora - [In]
@ File Edit Mailbox Message Transfer Special Tools ‘Window Help

18585 U284 ¢¢ 4 De & @
\Yﬁ(!:&_g'.

Persona Account

SE]

} | Subject

eaders

% <Dominant>  jim@infotap.r

2. Inthe upper left-hand I = Eudora - [Jim Jolley, 01:43 PM 5/26/2004, Email Headers]
corner Of the opened emall @ Fle Edit Malbox Message Tramsfer Special Tooks Window Help
is an icon that reads —
“ ” H s @ f & SE
BLAHBLAHBLAH Cick | Th (258 & LD S22 4 ¢ 3 &
on the BLAH BLAH BLAH ; ;
icon. Wiy & §
EE @ W Eﬁﬂ {? i ! Lo I~ Subject:| Email Headers
Persona Account 2
# <Dominant>  jim@infotap.r Delivered-Ta: infatapn-jim@Einfotap. net
Subject: Email Headers
Date: Wyed, 26 May 2004 13:43:50 -0700
#-MS-Has-Attach:
#-MS-TMEF-Correlator:
Thread-Topic: Email Headers
thread-index: AcRDYiH4PgUB/POISEesPUTKISKBUg==
Fram: "Jim Jolley" <Jim.Jolleyi@search. org>
To: <jim@E@infotap. net>
This is a demonstration of Eudora B.1.1 email headers.
3. The header will now appear & B M F W | o) v| Subject| Email Headers

as part of the
be forwarded

Viewing Email Headers

email and can

or prlnted out. Return-Path: <Jim. Jolley@search.org>
Delivered-To: infotapn-jimi@infotap.net
Received: (gmail 21617 invoked from network); 26 May 2004 20:44:29 -0000
Received: from unknown (HELO sgisrvl.search.org) (64.162.18.191)
by O with SMTP; 26 May 2004 20:44:29 -0000
Content-Class: urncontent-classes:message
MIME-"ersion: 1.0
Content-Type: multipart/alternative,
boundary="----_=_NextPart_001_01C44362 26BECZE4"
Subject: Email Headers
#MirmeOLE: Produced By Microsoft Exchange W6.0.6243.0
Date: Wed, 26 May 2004 13:43:50 -0700
Message-1D: <B53AAEA7 ABFDEOADBSFD?BC4CD35375B8A62CEGsisvl. search. org>
#-MS-Has-Attach:
%-ME-TNEF-Carrelatar, [
Thread-Tapic: Email Headers
thread-index: AcRDYiH4PqUB/POISEesPU7XISKEUg==
Fram: "Jim Jolley" <Jim. Jolley@search. org=
To: <jim@infotap. net=

Thiz is a dermonstration of Eudora 6.1.1 erail headers.
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Gmail Webmail

1. Login to the Gmail account.

2. Open the email message.

3. Click on the “More options” hyperlink located to the right of the sender’s email address.

tommy <tommy73112003@yahoo_com= to me More options
4. Click on the “Show original” hyperlink that is now available. A new window will open that contains
the complete email header.
tommy <tommy73112003@yahoo.com= to me Hide options
From: tommy <tommy73112003@yahoo.com= Signed-By: yahoo.com |
To: sgitraining@gmail.com
Date: Aug 30, 2005 1:21 PM
Subject: Email tracing
v | e all | Forward | Print | Add sender to Contacts list | Trash this mess:
u&nriginal

® Read the following instructions to copy and paste the email header.

9. Single-click anywhere in the window that openedon . ] http:/jmal. google.comjmai/28ik=0F 3ec07dad8oe
any part of the message header.

10. Simultaneously hold down the “Ctrl” key (the Control ¥ Cmail Received: cfdfcSs3gfasoSalefa
button) on your keyboard and the “A” key one time. Delivered-To: sgitraining@gmail.com
This should highlight the entire email header. Now Received: by 10.5%.46.46 with SMIP id
release bOth keys Tue, 30 Aug 2005 13:21:15 -0T

) Beceived: by 10.36.252.56 with SMIP i
. et o~ Tue, 30 Bug 2005 13:21:15 -0T

11. Slmu.ltaneoulsw hOId down the C?trl key and C key Return-Path: <torrmy'?;112003@:.rahoo.corm
one time. This will copy the email header into Received: from web34311.mail.mad.yaho
memory as long as the email header is still by mx.gmail.com with SMIP id 1
highlighted at the time you press the “Ctrl” and “C” Tue, 30 Rug 2005 13:21:15 -07
key Now release both keys Received-5FF: pass (gmail.com: domain

’ ’ DomainKey-Status: good (test mode)
. . Received: (gmail 61566 invoked by uid

12. Ope_n th_e word processor, text editor, or emeyl DomainKey-Signature: a=rsa-shal; g=dn
application/program that you want to copy this s=51024; d=yahoo.com;
information into. h=Message-ID:Received:Date:From:Sub

b=v/p+QzSgvGTiXT+igR/eDR4P1lnI,/ rpuVD
: “ » wy\ Message-ID: <20050830202113.61564.qma

13. Slmu]taneously hold downlthe Ctrl lkey and “V” key Received: from [64.162.12.144] by web

one time to paste the email header into the word Date: Tue, 30 Aug 2005 13:21:13 -0700

Viewing Email Headers

processor, text editor, or email application/program.
Or, select “Edit” from the toolbar menu of the

From: tommy <tommy73112003#yvahoo.coms>

application/program you are using and select the “Paste” option.

Version 6, August 2005
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Hotmail Webmail

1. Login to the Hotmail account.

2. Select “Options” from the menu at the right top of the Hotmail banner.

msn‘ HOtma“ Today | Maill Calendar Contacts

johndoecalifornia@hotmail.com ,; Messenger: Offfine

3. Select “Mail Display Settings” under the “Mail Options” section.

Mail Options

Junk E-Mail Pratection
|se these tools to help keep junk e-mail out of your Inbox.

4. Go to the “Message Headers” section.
5. Select the “Advanced” button.

When reading a message the Basic setting displays the sender's and redpients’ names, the
date, and the subject. The Full setting displays additional routing infarmation that may be
useful for fracing messages, The Advanced setting displays complete MIME headers (for

POWES LUSErS).
O None O Basic O FuII

6. At the bottom of the screen, click on “OK” to save your new settings.

Message Headers

7. Return to the mail page and open the email message. The full header will now be displayed and
can be forwarded along with the message.

From : tommy <tommy73112003@vyahoo.com =
Sent : Monday, August 29, 2005 5:53 PM

To: johndoecalifornia @hotmail. com

Subject : Viewing email headers

MIME-Version: 1.0
Received: from web34303.mail.mud. yahoo.com ([66. 163. 173. 135]) by MC&-F13.hotmail. com with Microsoft SMTPS

Received: (gmail 96167 invoked by uid 60001); 29 Aug 2005 21:53: 11 -0000

Received: from [64. 162, 15. 144] by web34303.mail.mud. yahoo.com via HTTF; Maon, 29 Aug 2005 14:58:11 PDT
¥-Message-Info: IGTYoYF78jG 118/eMGIyrvxvTis0Txgxh2MbnBOCEHK=

Domainkey-Signature: a=rsa-shal; g=dns; c=nofws; s=51024; d=yahoo.com; h=Message-ID:Received:Date:Fror
b=mLivsIs6Wwav Kfzhat3tRP fe IwikKIwsAYL 267056 1zBfTA 320 3mDMNHEMkp 2ICDNTKA 2T +/EEFL t5oMhPYEVId SHAY

Return-Path: tommy73112003@vahoo.com
¥-OriginalArrivalTime: 29 Aug 2005 21:58:12.0153 (UTC) FILETIME=[BFDF4A90:01C5ACE4S]
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Netscape Communicator 4.77

1. Open the email message.
2. Select “View” from the toolbar menu.

3. Highlight the “Headers” option.

4. Select “All.”
% Email header - Hetscape Meszzage O] x|
File Edit | Wiew Go Message Communicator Help
L - Shﬂﬂ » | et T - o {
i [@et Ms aders 3_ M et Frirt Delete Stom
i i I
Emz « iew Attachment [nline E:;ﬂa +
I “Wrap Long Lines = o
|hizreaze Font Chrl+]
Decreasze Font Chrl+[
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Netscape Mail 7.1

1. Open the email = Email Headers - Inbox for jim@infotap. net - Netscape 7.1
message . File Edit Yiew Go Message Tools ‘Window Help
4 88% 9@

o S8 = =

i _’ Get Msgs  Compose Rephy Reply &ll  Forward Mext Mot Junk  Drelete

Lo ]m Wit Subject or Sender contains: |

= 4 jim@infotap.net
), Inbax Subjeck B | sender £ | Date

j Drafts m Email Headers #  Jim Jalley © 1006 AM

(2 Templates

2. Inthe message window, select

« » WL = Email Headers - Inbox for jim@infotap.net - Metscape 7.1
Message Source” from the “View S ; ;

menu. A “Source of:...” window will o FEile Edit |Views Go Message Tools ‘Window Help
open ShowyHide 8 i b
| Headers r
i ﬂ Reply &l Forward Mest
Message Body As 4
@ MNel ¥ Display Attachments Inline k mail
= Subject  Stop Esc
From  Reload 3
Date  Text Zoom (100 %) 2
To Character Coding »

This is an

3. Highlight the header
information by holding
down the left mouse R e
button and dragging
the cursor across the
text from the top to the
bottom.

4. Right-click over the
highlighted text and
select “Copy” from the
menu.

5. Open the word
processor, text editor,
or email application /
program that you want
to copy this information
into.

6. Hold down the “Ctrl”
key and press the “V” key one time to paste the email header into the word processor, text editor,
or email application/program. Or, select “Edit” from the toolbar menu of the application/program
you are using and select “Paste.”
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Outlook 2000, 2002, & XP(2003)

1. Open the email message.
2. Select “View” from the toolbar menu.

3. Select “Options.”

JEiIe Edit | view Insert Format Tools Actions Help

JE‘) Reply Prewvious ¥ Lward ‘ % ‘ L 4 ‘ %’ > ‘ »> -
I Mesxt 3
Fram: —_—
Ta: Fants 3
Cr Encoding 3
Subject:
e IMessage Header
From Figld
Bee Field
Toolbars 3

®  The email header displays at the bottom of the window that opens.

® Read the following instructions to copy and paste the email header.

4. Single-click anywhere in the bottom
window on any portion of the email
header.

5. Simultaneously hold down the “Ctrl” key
(the Control button) on your keyboard
and the “A” key one time. This should
highlight the entire email header. Now
release both keys.

6. Simultaneously hold down the “Ctrl” key
and “C” key one time. This will copy the
email header into memory as long as
the email header is still highlighted at
the time you press the “Ctrl” and “C”
key. Now release both keys.

7. Open the word processor, text editor, or
email application/program that you want
to copy this information into.

Message Options

2l

Message settings Security
Importance: IM 'l @
Sensitivity: INormaI 'l

Tracking options
@ ™ Request a delivery receipt for this message

I~ | Request a read|receipt For this message

= Enctypt message contents and attachments
I™ | &dd digital siqnatire ba outgeing messae

Delivery options

@ Hawe replies sent to: I

[ Expires after: I j

Conkacks, .. ||
Cateqgories... ||

Internet headers:

{Microsoft Exchange Inkermet Mail Service Wersion 5.5.2650.21)

id K3HBB4kH; Mon, 21 May 2001 12:39:44 -0700
Received: fram awcst169.netaddress.usa.net ([204.68.24.69]) by SEARCH.ORG

with SMTP (IPAD 2.52) id 3589400; Mon, 21 May 2001 11:39:26 -0300
Received: (gmail 20731 invoked by uid 60001); 21 May 2001 19:38:34 -0000
Messane-T: <F001N571193334. #0730 nmail@awrst A9.netaddress. isa.neb e ;I

Close

Received: from search.org ([64.162.18.2]) by sgiserver .search.org with SMTP ﬂ

8. Simultaneously hold down the “Ctrl” key and “V” key one time to paste the email header into the
word processor, text editor, or email application/program. Or, select “Edit” from the toolbar menu
of the application/program you are using and select the “Paste” option.

Viewing Email Headers
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Outlook Express 5.5, 6.0

1. Open he emall message a

2. Select “File” from the toolbar menu. J File Edit Yiew Tools Message Help
Mew k

3. Select the “Properties” option. % ?<
Save As... rink Delete

Save Atkachments, .,
Sawve as Skationery. .. P

Maove ko Folder, .,

Copy ko Folder ... iakion
™ Delete Message Ctrl+D
Erint... Ckrl4-P

Properties Alt+Enter

v iork Offline
Close

4. Inthe window that opens, select the “Details” Email Header HE

tab. This will display the email header. General Detais |

Internet headers for thiz message:

Return-Path; < (a0l com: =
Deliverad-To: @netzero.com
Received: [gmail 3783 invoked from network); 29 kMay 2001 03

® Read the following instructions to copy and
paste the email header.

. P « an . Received: from imo-d07.mx.aol com [205.188.157.33)
5. Click any place inside the “Details” tab window by mail3.wly.netzerc.net with SMTP: 23 May 2001 D3:01:45 -C
on any part of the message header. Rieceived: from @aoleam _
by irma-d0 . mx. aol. conn [mail_out_w30.22.] id p.35.15¢
kaon, 28 Map 2001 23:01:57 -0400 [EDT)
i “ ” From: @aol.com
6. SImU|taneOUS|y hold down the “Ctrl key (t!:]e,, Message-|D; <35.15c292b0, 28446b24 & acl. com:
Control button) on your keyboard and the “A Date: Mo, 28 May 2001 2301565 EDT
H H H H H Subject:
key one time. This should highlight the entire S et 7.
email header. Now release both keys. Content-Type: multipart/altemative; boundare="part1_35.15c2¢

To: undizclosed-recipients:
. W . o~ M ailer: A0L 6.0 for YWindows US sub 10523
7. Simultaneously hold down the “Ctrl” key and “C

key one time. This will copy the email header i
into memory as long as the email header is still « | _,|—|
highlighted at the time you press the “Ctrl” and
“C” key. Now release both keys.

8. Open the word processor, text editor, or email oK. | Cancel |
application/program that you want to copy this
information into.

9. Simultaneously hold down the “Ctrl” key and “V” key one time to paste the email header into the
word processor, text editor, or email application/program. Or, select “Edit” from the toolbar menu
of the application/program you are using and select the “Paste” option.

Viewing Email Headers Version 6, August 2005 Page 13



Thunderbird

1. Open the email message.

2. Click on the “View” menu and choose
“Message Source” from the list of

available options.

£ Viewing email headers - Mozilla Thunderbird

File Edit | Wiew Go Message Tools Help

Toolbars r
o @ |
Get Mail Headers ¥ leply Al Forward
e Message Body As (3 |
= Subjec
i v Display Attachments Inline
Fron cam =
Dat Text Size L4
T Character Encoding »
Message Source Cirl+U
Message Security I

Read the following instructions to copy and paste the email header.

Click any place inside the “view-source” window on
any part of the message header.

Simultaneously hold down the “Ctrl” key (the Control
button) on your keyboard and the “A” key one time.
This should highlight the entire email header. Now
release both keys.

Simultaneously hold down the “Ctrl” key and “C” key
one time. This will copy the email header into memory
as long as the email header is still highlighted at the
time you press the “Ctrl” and “C” key. Now release

9 view-source: - Source of: mailbox:

File Edit View

From - Wed Aug 31 08:52:049 2(C
X-hcocount-Key: account?
X-UIDL: Gmailldl0&0d3ci82bT481
X-Mozilla-Status: 0001
X-Mozilla-S5tatus2: 00000000
X-Gmail-Received: ae9358el1bS:
Delivered-To: sgitraining@gme
Received: by 10.54.46.46 Witk

both keys. Wed, 31 Aug 2005 08:°F
Received: by 10.36.160.12 wit
6. Open the word processor, text editor, or email Wed, 31 Zug 2005 08:L

application/program that you want to copy this

information into.

7. Simultaneously hold down the “Ctrl” key and “V” key
one time to paste the email header into the word
processor, text editor, or email application/program.
Or, select “Edit” from the toolbar menu of the
application/program you are using and select the

“Paste” option.

Viewing Email Headers

Version 6, August 2005

Return-Path: <tommy73112003@&y
Received: from web34304.mail.

by mx.gmail.com with

Wed, 31 Aug 2005 0B:E
Received-5PF: pass ([gmail.con
DomainKey-Status: good [test
Received: (gmail 22493 invoke
DomainKey-Signature: a=rs=a-st

===21024; d=yahoo.com;
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Yahoo! Webmail

1. Login to the Yahoo! account.

What's New - Mail Upgrades - Mailgﬂetiuns
2. Select “Mail Options.”

3. Select “General Preferences.”

Personalization

General Preferences

Customize your Inbox view and your
Compose options. Change your outgoing
name and address.

4. Scroll down the screen and select “Show all” at the Headers option.

Messages

Headers: () Show brief headers on incoming messages (recommended)
C:::{E:- Show all headers on incoming messages

5. Scroll down the screen and select “Save.”

Save Cancel

6. Return to the mail page and open the email message. The full header will now be displayed and
can be forwarded along with the message.

X-Apparenthy-To: toemmy7 2112002 @yahoo.com via 66.163.178.134; Mon, 29 Aug 2005 16:17:30 -0°
X-Originating-IP: [64.4.52.65]
Return-Path: <johndoecalifornia@hotmail.com=

Authentication-Results: mta226.mail.mud.yahoo.com from=hotmail.com: domainkeys=neutral {no sig)

Received: from 64.4.52.69 (EHLO hotmail.com) (64.4.52.69) by mta226.mail.mud.yahoo.comr
Received: from mail pickup service by hotmail.com with Microsoft SMTPSVC; Mon, 29 Aug 200
Message-ID: <BAY13-F19B6BS8AEF306810065B1DB8AF0@ph=.gbl=

Received: from 64.162.18.144 by byl9fd.bayl9.hotmail.msn.com with HTTP: Mon, 29 Aug 20
X-Originating-1P: [64.162.18.144]

X-Originating-Email: [jehndoecalifornia@hotmail.com]
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